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Abstract

A technical explanation of the inner workings and implementation of tmackhand will help better illustrate

the various extents to which it can be configured and used. Details on optimizing Apache in conjunction with
mod.backhand will be discussed. The intelligent configuration of hadkhand’s transparent protocol upgrades

can be used to accelerate multi-tiered application architecture. Some out-of-the-box content distribution methods
and examples will be presented.

1 Whatis mod.backhand? 2 Animplementation overview

mod.backhand is a module for the Apache web server. . :
It provides several facilities that enable Ioad—balancir?‘ ache is a complicated beast. mbackhand attempts

o t0 integrate with Apache, disturbing as little of the rest
of HTTP requests over a cluster of machines: . .
of the system as possible. The Apache module interface

e allocation of inbound requests to peer machinsgpplies all of the necessary hooks to intercept requests
within a cluster. The allocation can happen viand reroute them if necessary.

an HTTP redirect or via internally proxying the Apache does not, however, provide a built-in re-
HTTP request. source collection mechanism flexible enough to store
C@e cluster-wide resource information that we need as
input to our decision-making algorithms.

e collection and distribution of resource statisti
for machines within the cluster including mem
ory utilization, CPU utilization, system load, and modbackhand starts a separate moderator process
much more. at module initialization that will be responsible for sev-

eral tasks, one of which is resource collection and dis-

e an infrastructure to make allocation decisiongintion. This process also manages connection pools
based on cluster-wide resource utilization infogg, peer web servers in the clusters.

mation, as well as information in the request it-

self When a request first arrives, mdxdckhand first de-

termines what candidacy rules to apply to the URI. This

Although these are the keys of méihckhand’s in- is defined in either a<Directory>, <Locatiorn>, or
frastructure, its flexible, extensible and efficient imple<Files> statement in the httpd.conf or an .htaccess file.
mentations supersede these simple components.  Ifthe requestis to be “backhanded,” then the request and

Given the resource utilization information in thehe resources are provided as inputs to each candidacy
cluster, intelligent decisions can be made as to whdumction in the order specified. Each candidacy function
a request should be allocated. These decisions cania@llowed to reorder and change the cardinality of the
count for clusters that are heterogeneous not only wiht of candidate servers and change the method of re-
respect to resources, but to platform and architectureqaeest reallocation (either HTTP redirect or proxy.) Af-
well. ter the last candidacy function executes, the first server



in the resulting list is chosen as the server to which weethod is specified to be HTTP redirect, mioaickhand

will reallocate the request. immediately issues an HTTP redirect and releases con-
The modbackhand redirection handler is then introl back to Apache. If the method is set to proxy, then

voked and the reallocation occurs. If the reallocatianore work is done.
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The Apache child handling this request asks thkeir lifetime even if the connection to the client doesn't
moderator for an open file descriptor to the server teant or support them.
which it would like to proxy the request. The moder- ) .
ator hands an open file descriptor (creating and connect- 1N transparent upgrading of HTTP sessions from
ing first if necessary), to the Apache child, and the chifflé front end to the back end allows for a more stream-
attempts to proxy the request. The request is autom&fied operation. If modbackhand servers are configured
cally upgraded to an HTTP protocol that supports keef® & front tier (HTTP-accelerator), then a considerable
alives, if necessary. This ensures that pooled connBgformance advantage can be seen when compared to

tions will have several pipelined HTTP requests durirRSIC HTTP proxies. The building and tearing down of
CP/IP sessions is avoided almost completely, and thus



resources are conserved on the second tier web servaeradule initialization and is continually populated by the
moderator process. As it is created at module initializa-
tion, all of the Apache children are able to see it — they

3 Decision making inherit the attachment.
The serverstats structure isSMAX_SERVERSIle-
The decision-making algorithms have access to both ent array ofktruct serverstats . As of release

source utilization information and the details of the rg-1 1, thisstruct looks as follows:
quest in question. The algorithm will analyze these in-

puts and augment a list of “candidate” servers that can | struct serverstats |

satisfy the request. char hostname[40];
time_t mtime;

3.1 Resource information struct sockaddm contact;
int arriba;

Let us assume we have 10 servers. They are called int aservers;

www-0-1, www-0-2, ..., www-0-10. These servers all int load;

run modbackhand and thus broadcast their resource in- int load hwm;

formation over the network. Each server should have an int cpu;

identical or close to identical view of the cluster-wide int ncpu;

resources that are available at any given point in time. int tmem;

These statistics are held in a shared memory segment on intamem;

each machine in a similar fashion to the Apache score- int numbacked,;

board. This shared “serverstats” structure is created at int tatime;

Sample output of a<Location> with “SetHandler backhand-handler”

Local Machine Mame: fog13.cnds.jhu.edu

Apache Version String:
Apaches1 312 (Unix) halanced_by_mod_hackhand/1.1.1pred
Server built: Feb 7 2001 17:00:33
REMOTE_ADDR: 216.0.51.145

Usé your resources

The Center for Networking
and Distributed Systems
Johns Hopkins University

Entry Hostname fge Address Total Mem Avail Mem ##'foafa\'l' ::r'::r’:" ~msireq [treq] Amiba # CPUs  LoadfHWM CPU Idie
0 fogldcndsjhuedy 0 128.220.221.113:80 263700480 161514688 1504150 0[] 859803 2  0.000000/256 0.996000
1 fogdcndsjhuedy O 128.220.221.109:80 263700480 166274240 148/150 0[] 56204 2  0.000000/256 0.996000
2 fogldcndsjhuedu 0 128.220.221.114:80 263700480 159118528 1504150 0[] 85631z 2  0.000000/256 0.996000
3 fogl0cndsjhuedy O 128.220.221.110:80 263700480 165725376 1504150 0[] 856557 2 0.000000/256 0.996000
4  foglBcndsjhuedy 0 126.220.221.116:80 261623608 193549504 1504150 0[] 859366 2  0.000000/256 0.996000
5 foglScndsjhueduy 0 128.220.221.115:80 263700480 166273086 1507150 0[] 654075 2  0.000000/256 0.996000
6 foglicndsjhuedy O 128.220.221.111:80 263700480 172516544 1504150 0[] 85923z 2  0.000000/256 0.996000

These fields are presented in a convenient and easth “SetHandler backhand-handlerimage for more
to read HTML format via modhackhand’s “backhand-detail.
handler” content handler. The default install acti- . . . .
. . . Notice that the servers are listed in no particular or-
vates this handler for the /backhand/ location. Vl%-er The onlv quarantee aiven is that the local server
iting http://hostname/backhand/ will display € y9 9

its contents. See thBample output of & Locations is the first in the list — serverstats[0]. The servers are
' P P listed in the order they are discovered. The moderator



is responsible for collecting resource information from First, the Apache request structure and the list
peers within the cluster and, as it does this, it updates the4, 3,7,6,9, 2,8, 1,5] is passed into the byAge can-
information in this table. If the moderator receives ralidacy function. The byAge candidacy function will
source information for a server it has not yet heard of gtiminate all servers that have not been heard from
will insert the information in the next available (unusedyithin the last 5 seconds. The resulting list will be
serverstats row. [0,3,7,6,9,8,1,5]. This list and the Apache request
Every candidacy function can see this informatiostructure will be passed into the byLoad function, which
and use it to make decisions. In addition to this, the canill sort the list from least loaded to most loaded.
didacy functions can see thequest_rec  created by Upon the return of the byLoad function, the list will
Apache upon interpreting the request. This includes the [7,9,0,6,3,1,8,5]. As there are no more candi-
method, URL, protocol, and all headers including cookiacy functions specified, madshckhand will enter the

ies. backhand-redirection handler with the intent to redirect
the request to server 7 (www-0-8.)
3.2 Candidacy functions So how is the method of reallocation chosen? Well,

the list of servers that is passed into each candidacy
Let us define candidacy functions since we skimmégnction for augmentation is not really a list of num-
over them earlier, but didn’'t really describe how theyers; it is actually a list of structs. Each struct contains
work in detail. They decide which server(s) are the caan “id”, “redirect”, and a “hosttype” field. The id is
didates to serve a request, in order of preference.  the number alluded to in the above lists. The redirect
Given the previously described configuration of 113 eitherMB_HTTP_PROXdr MB_HTTP_REDIRECT
web servers, we will refer to the servers by their indicgsit is MB_HTTP_PROXthen the hosttype field is
in the serverstats table; 0 through 9, inclusive. Suppdgeored, and if that server is ultimately chosen, the
that 2 and 4 have crashed and have not been heard freguest will be proxied there. |If the redirect field
for several minutes. The list of servers, if viewed frons set toMB_HTTP_REDIRECTthen modbackhand
the perspective of server 0 (www-0-1), could look agill attempt to issue an HTTP redirect to reallo-

follows (simplified): cate the request to that server if it is chosen in the
end. The hosttype field specifies whether the hostname
| Entry [ Hostname | Age | Load | (set toMB_HOSTTYPE_NAWEBr IP address (set to
0 | www-0-1 0 | 1.340 MB_HOSTTYPE_IPof the server should be used when
4 | www-0-5 | 544 | 6.100 constructing the URL for HTTP redirection.
3 | www-0-4 1 12540 A candidacy function that sets the redirect field
7 | www-0-8 1 10.280 to MB_HTTP_REDIRECTand the hosttype field to
6 | www-0-7 0 |1.730 MB_HOSTTYPE_NAMEN optionally add an entry into
9 | www-0-10 0 | 1.280 the request’s “note” table with the key “Backhand-
2 | www-0-3 | 1582 | 1.000 Redirect-Host.” If this is done, the value of that entry
8 | www-0-9 0 |5.230 will be used instead of the hostname from the serverstats
1 | www-0-2 1 14890 structure when constructing the URL for redirection.
5 www-0-6 0 8.030

In the Apache configuration, we could specify tha?.3 ~ Built-in candidacy functions

we want to direct all URFS that end W'.th -php’ to theThe modbackhand distribution comes with several
least loaded server that is currently available. To do thshilt-in candidacy functions:

a <Files> directive could be specified as follows:

<Files ~ "\php$"> o off — this disables madbackhand for a directory.
Backhand byAge e addSelf— adds the local server to the end of the
Backhand byLoad list of candidates if that server does not already

</Files> exist in the list. If you are using a peer-based

If a request arrives that is a PHP script (ending in  topology, you want to consider yourself most of-
.php), modbackhand will trigger and pass the list of ten, and some configurations (byRandom, byLog-
servers through each candidacy function in order. Window) could remove you.



e byAge [time in seconds} eliminates servers that
you have not received resource information for in
a certain amount of time. The default is 20 sec-
onds, but you can pass a parameter that is inter-
preted as an integer number of seconds.

e bylLoad [bias] — reorders the list of candidate
servers from least loaded to most loaded. The bias
(a floating point number) is used to prefer your-
self over proxying the request and can be used to
approximate the effort involved in proxying a re-
quest. It is the amount of load that is added to all
other servers’ loads before sorting takes place.

e byBusyChildren [bias] — reorders the list of can-
didate servers from the server with the least to
the most number of Apache children in state
SERVER_BUSYThe bias (a floating point num-
ber) is used to prefer yourself over proxying the
request and can be used to approximate the effort
involved in proxying a request. It is the number of
children that are added to all other servers’ num-
ber of children before sorting takes place.

e byCPU — eliminates all servers except for those
with the absolute highest CPU idle. This is, for
the most part, useless. Don't use it unless you re-
ally knowwhyyou are using it.

e byLogWindow — eliminates all but the first log
base 2 of the n servers passed in. So, if 17 servers
are passed in, the first 4 remain.

e byRandom - this function randomly (pseudo, of
course) reorders the list of servers given as input.

e byCost- this function attempts to assign a cost to
the assignment of a request to each machine in the

e HTTPRedirectToName [format string] — in-

structs modbackhand to send clients to servers
within the cluster via an HTTP redirect of the
form http://format string/request/uri rather than
the default method of proxying. The format
string, if omitted, will simply be the ServerName
for the Apache server chosen. As this is not al-
ways a desirable choice, format string provides a
means for a more intelligent hostname creation.
It allows the construction of the new hostname
based on the left portion of the ServerName (the
Hostname on the backhand-handler page) and the
right portion of the hostname provided from the
Host: header. This facilitates clustered name
based virtual hosting setups.

bySession [identifier]- this function will attempt

to find a cookie named [identifier] or a query
string variable named [identifier]. It will then at-
tempt to hex decode the first 8 bytes of its content
into an IPv4 style IP address. It will attempt to
find this IP address in the list of candidates and,
if it is found, it will make the server in question
the only remaining candidate. If any of the above
steps fail, it will not augment the candidacy list.
This, plus a bit of server-side application code,
can be used to implement sticky user sessions —
where a given user will always be delivered to
the same server once a session has been estab-
lished. [identifier] defaults to “PHPSESSID=" as

it was originally written to support PHP sessions
by Martin Domig. For more information see the
README.bySession file that is included in the
mod.backhand distribution.

cluster. It then chooses the assignment that cost¢t  External candidacy functions

the least. The method of cost assignment is based

on a cost-benefit framework as discussed in tHe addition to these built-in functions, mdshckhand
paper titled “A Cost-Benefit Framework for onProvides a flexible and convenient infrastructure that fa-

line Management of a Metacomputing SysterrF’i”tates the creation of alternative candidacy functions.
by Amir, Awerbuch, and Borgstrom available af Nese candidacy functions are coded and executed ex-

http://lwww.cnds.jhu.edu/pub/papers/dss99.ps

actly as built-in functions are, but they are loaded dy-

namically at run time. These functions can be added, re-
e HTTPRedirectTolP — instructs modbackhand moved, or changed without recompiling mbeckhand
to reallocate clients’ requests to the servers withf{ Apache.
the cluster via an HTTP redirect of the form A simple candidacy function that performs no oper-
http://1.2.3.4/request/uri rather than the defawdtions on the list of candidates could be written in a file

method of proxying.

mycfs.c as follows:



#include <httpd.h>

X gce -fPIC -l/usr/apache/include \
#include <mod_backhand.h>

-l/path/to/mod\_backhand \
int noop(request_rec *request, "G mycis.c;
ServerSlot *candidates, gcc --shared -0 mycfs.so mycfs.o
int *numcandidates,
char *optionalarg) {
return *n; To use this with modackhand we can add the line:
} BackhandFromSO /path/to/mycfs.so noop

We then compile this into a shared object. This is If this function were to use an argument, one could
extremely platform dependent, but the following workige specified directly after the wombop, but as the
on several platforms: noop routine will not use it, we shall not specify one.

Source listing for byHostname.c

#include "httpd.h"
#include "http_log.h"
#include "mod_backhand.h"

static char *lastarg = NULL;
static regex_t re_matching;

int byHostname(request_rec *r,
ServerSlot *servers, int *n,
char *arg) {
int ret, i, mycount;
if(larg) return -1;
if(llastarg || strcmp(arg, lastarg)) {
/* This will compile the regex only once
* per string of consecutive expressions */
if ((ret = regcomp(&re_matching, arg, REG_EXTENDED))!=0) {
char line[1024];
ret = regerror(ret, &re_matching, line, sizeof line);
ap_log_error(APLOG_MARK, APLOG_NOERRNO|APLOG_ERR, NULL,
"Internal error: regcomp(\"%s\") returned non-zero (%s)",
arg, line);
return -1;
}
if(lastarg) free(lastarg);
lastarg = strdup(arg);
}
mycount=0;
for(i=0;i<*n;i++)
if(‘regexec(&re_matching,
serverstats[servers]i].id].hostname,
0, NULL, 0))
servers[mycount++] = servers]i];
*n=mycount;
return mycount;




This “noop” function is a trivial example of a4.1 Resource acquisition and distribution
candidacy function. A more complicated example
is the byHostname candidacy function that is didhe moderator process analyzes the OS to determine the
tributed with modbackhand, which is designed tcvailable resources on a second-by-second basis. This
be a tutorial on how to build your own dynamicallyinformation is placed in the serverstats structure. This is
loadable candidacy functions.  byHostname wilhe most non-portable portion of mdmhckhand as each
cull all servers from the candidacy list whose hoseperating system provides entirely different APIs to in-
names do not match the regular expression supplietface with the internal kernel structures. To give a few
as the argument. If it is compiled and installed igxamples: Solaris provides the kstat API, BSD provides
Ipath/to/apache/libexec (alongside all of the other mogiecess through the sysctl system call, and Linux ex-
ules), it can be specified as a candidacy function g®ses its resource information through the proc filesys-
BackhandFromSO libexec/byHostname.so tem. All of these systems and future ports will require
byHostname (sun|alpha) . This will allow only constructing the code segments that populate the server-
servers whose hostnames contain “sun” or “alpha” stats structure from scratch. All of this code is separated
remain as candidates. into the platform.c source file. Many ports will require

only modifications to this file.

Once the resource information is collected, it is im-
mediately multicasted to the cluster. The address(es) to
In addition to augmenting the candidacy list that ihich it multicasts are specified in the Apache config-
passed in, a candidacy function can do other things. Iuigation file using the MuticastStats directive. There are
also passed the apache requeststructure, and chang<four forms of this directive:
ing the values contained therein will affect the rest of the
request. A candidacy function has the ability to modify 1. multicastStatsroadcastaddport
the URL and the inbound headers, including cookies

If you were using the HTTPRedirect candidacy
functions, the request would be reallocated using an
HTTP redirect. If you specify an IP address or a host-
name that is in another domain, the client’s browser will 3. MulticastStatdPmulticastaddmport,ttl
not send the cookies during the subsequent request. It
would be_ q_UIte easy for a Candldacy _functlon to take 4. MulticastStatanyaddrport IPmulticastaddmport,tt!
the cookie in question and append it in some form to
the query string for this request. If this is done, when

mod.backhand issues the HTTP redirect, it will include If myaddris specme_d, then the contact field in th_e
the query string. serverstats structure will be set to that value, otherwise

You can do anything you like in your candidac;'/“Od‘baCkhand will determine the local machine’s IP ad-

function, but remember that it is executeeforethe re- dress based on the machine’s hostname.
sponse is given to the user; so if it has the potential to

block, it is probably a very bad idea to perform that op-

eration. Setting notes or headers in the request candb@ Resource collection

used during the logging phase by mlag)_config.

3.5 Other candidacy craziness

2. MulticastStatsnyaddrport broadcastaddport

The moderator will listen on a set of broadcast and/or

multicast ports for resource information from other ma-
4 The moderator chines in the cluster(s). Upon receiving these resources,

the source IP address is checked against an IP access
The moderator process is essentially the plumbing @dntrol list and is either ignored or integrated into the
mod backhand. It provides all of the necessary facilecal serverstats table that represents the cluster-wide
ities to make load-balancing within a cluster possiblegsource utilization. The serverstats structure is a Sys-
sans proxying which is provided in the child itself. Item V shared memory segment and is available to all
has several responsibilities, all of which are satisfied Apache children and thus the candidacy functions that
a single event-driven process. will be executed within them.



4.3 Connection pooling 4.4 Keep-alives —a blessing and a curse

The moderator is responsible for providing “live” cona|| recent HTTP protocols provide the notion of “keep-
nected sessions to Apache children on demand. ApagfiGes  which allow a client to perform multiple HTTP
children, if executing in the backhand-redirection royransactions over a the same TCP/IP sessions (without
tine, may ask the moderator for an active connection{gcessitating the establishment of a new TCP/IP session
a particular server within the cluster. If an already eg5r subsequent requests). TCP/IP session construction
tablished connection does not exist, the moderator MUsGuires several round trips between the two endpoints.
construct one. If there is any substantial latency between these end-
Upon the creation of an Apache child process, thigints, then construction and deconstruction of the ses-
child will connect to the moderator process throutlon can be quite expensive with respect to both local
a Unix domain socket named “bparent” that reesources and end-user experience.
sides in the directory specified by the UnixSocketDir It should be clear that using keep-alives for sessions

mod backhand configuration directive. would benefit both the end-user and reduce resource uti-
The moderator accepts requests from Apache clil-oion across the web server(s). Unfortunately, there
dren using the qubackhand control system (MB,CS)are other factors that can make this an unwise decision.
protocol. Using this protocol, an Apache child will " The design of Apache 1.3.x allocates an Apache child
quest a file descriptor for a socket that is connected tQ Aseyice each request. If keep-alives are respected, the
particular server in the serverstats table, and the mOd%ﬁéche child will be allocated to that TCP/IP session
tor will respond by passing an appropriate file descriptgy; i itiple subsequent HTTP requests even if there is

back to the child. a substantial pause between each of them.

Once the child has this file descriptor, it attempts to .
roxy the request over the connection. If it fails in a A vast majority of the content served l.)y web Servers
b ’ IS small enough (less that 64 or 128 kilobytes) for it

fashion that could be remedied with a fresh file descrip- .
tor, then the child closes the “bad” file descriptor an%J be perfectly reasonable to increase $@_SNDBUF

. S socket option to completely hold the data destined for
requests a new one. If the proxying fails in an unreco

erable fashion, the request falls through to the Apacﬁ]g.d'em' If this is dong and keep a_hves are disabled
) ’ " entirely, each Apache child can write its response to the
server as if mothackhand “chose” not to backhand the . : . .
request at all User and close the socket immediately without the risk

o of extensive blocking. Essentially, the OS can be made
The moderator maintains a separate pool of op

) o ponsible for “spoon feeding” the client instead of the
TCP/“? Sessions to_ each server for Wh'Ch_ it has beﬁBache child. This frees the Apache child to accept and
collecting resource information. After a child has su

%ervice another client's request immediately.
cessfully proxied an HTTP request over the file descrip- _ _ q o y _
A simple example will put this into perspective. Let

tor provided by the moderator, that file descriptor is re- . X
turned to the moderator using MBCS, and the models 8Ssume that it requires a server an average of 10ms to

tor replaces the connection into the pool for the serv%‘?r\’ice a re.quesF while maintaining a load of 1_0' This
to which that file descriptor is connected. means that in a single second, you could potentially ser-

This allows modbackhand to utilize HTTP keep-viCe 100 reques’;s With. a single Chik_j' but you have an
alive semantics more extensively than the client evdyerage of 10 children in use at any time, so you are ser-
could. Imagine hundreds of clients connecting to tHecng 1000 requests/secpnd. These ”“”?bers are com-
front tier of modbackhand enabled web servers whil@ etely reasonable to achieve on commodity hardware.
all of their requests are pipelined over a relatively small This setup makes a bold assumption. We are assum-
number of connections to the second tier. The frotitd that once arequest is serviced (10ms) we can imme-
servers can pipeline hundreds to thousands of HTHately start servicing the next request with that child.
requests over a single TCP/IP session and thus elithikeep-alives are enabled, this is not so. Keep-alives
nate a vast majority of the TCP/IP construction and dalow a client to hold a connection open for some pe-
construction that would otherwise be necessary. THigd of time so that it can make its next request over the
“acceleration” optimization hardly constitutes referringXisting established TCP/IP session.
to the front-end and back-end web servers as different For the sake of argument, let us assume that our
tiers, but it helps to clarify the picture. keep-alive timeout (the time after which we close anidle



connection to a client) is set to one secoNodte that the This is a very hard problem. From an academic per-
default Apache keep-alive timeoutis 15 secondille  spective, it would be nice to say, “my algorithm for load-
were to support the same load with keep-alives enablealancing will perform within a constant factor of op-
and each client only requests one document, then e#iofal.” The general concept may sound good, but the
request would take 1.010 seconds from the perspect@ssumptions are not clear. The cost-benefit framework
of the Apache child. This would mean a sustained 10pfovides an algorithm that will meet this constraint.
Apache children!!! However, its implementation is very awkward and thus

It is unfair to suppose that each client will only issutesting it accurately is complicated. This framework
a single request. Let us suppose that a child requesteids to shine under heavy load, but in our limited ex-
objects per session; that is still a minimum of 202 superiments, this load far exceeds any load that would ever
tained Apache children. The problem is that the cliente placed on a cluster. This is probably due to the in-
that reuse the same session often pause between reqaéddity to track resource availability in a manner that ap-
due to latency and leave the session open in case the pseaches the granularity on which we make decisions.
decides to visit another URL that could utilize this ses- This points to the core of the problere resource
sion. On extremely high traffic sites, you will see thabformation is not particularly usefullt may seem that
it simply will not work to enable keep-alives on the firsan intelligent decision could be made given the load of
tier web servers. the machines, their power relative to the rest of the clus-

Although the end user experience is slightly deer and their available memory. This information is up-
graded (usually not noticeable by humans, only ldated on aone second period, but resources are allocated
benchmarks), the fact that you can support an ordertafndreds of times per second. Our resource allocation
magnitude more concurrent users clearly outlines tgeanularity is two orders of magnitude off our resource
necessity to disable keep-alives. The argument thfiormation collection granularity!
usersalwaysrequest multiple documents over each ses- In addition to the poor granularity, system load is a
sion is often a poorly constructed one. The user maye minute rolling average update on a five second pe-
request several objects when first visiting a site, but thed. If you allocate 1000 requests to a machine, it will
extremely aggressive nature of browser caching oftba several seconds before you see its load vary at all!
causes that user’s subsequent sessions to request a siffggesystem load information is not a good picture of the
object. current state of a machine.

There exists a patch to Apache 1.3.x that bor- This does not mean that the information is useless.
rows heavily from the implementation of mdzhckhand The nature of the data merely must be accounted for in
which provides a moderator that will alleviate the abowhe algorithms. A simple example can demonstrate a
described problems with keep-alives. It accepts cofpoor” algorithm that does not account for the nature of
nection via a single process and once information sgstem load.
available to read (the request), it is allocated to a child. Choosing the least loaded server may sound like an
After the request is serviced and no new requestiigelligent decision, but consider that everyone in the
readily available, the child will pass the connectiodluster sees the same thing and, as mentioned, the sys-
back to the parent for “holding.” This patch is calledem’s load will take a considerable amount of time to
the PARENTAL_ACCEPPatch and is available fromreflect the immediate stress on a system. In a cluster of
http://www.omniti.com#jesus/projects/. 10 machines with each receiving 100 requests per sec-

ond, 9 of those servers will be directiadl of their re-
. L quests to the same machine for the next several seconds.
5 Resource allocation decisions  This is starting to sound like a very bad idea. Consider-
ing that requests take relatively little time to respond to
We have outlined the various built-in candidacy fungrelative to a few seconds), you have 9 servers that are

tions that can be combined together to create a powgérforming no actions but proxying and 1 server that is
ful and intelligent decision-making algorithm. We havgeing pulverized.

also outlined that one can easily create candidacy func- The key points to remember when analyzing
tions of their own if those prOVided do not meet thﬁlodbackhand |0ad_ba|ancing Schema are:

system requirements. However, we have not discussed

what the “right” decision-making function is. 1. The resources you are seeing right now could be



stale (like load). gument. It will allow a server to prefer serving the re-

quest to proxying to a server with the same or slightly
2. The resources you see do not account for all gfore available resources.

the requests that have been reallocated across the
cluster since the last update.

3. All servers see the same data, so if a serveris cr%- Example COﬂfIgUI’&tIOﬂS

sen based solely on the resources, there will

e . .
contention iSSues. %.1 Single-point cluster

4. The resource information does not account for tﬁgslfc'nn}zd.zl ZSS;?&S:(;'?SS;S clustt)(le_r 0f$1hac;h|nesr:_n which
overhead that the local server must incur in ordér Ingle | vert € public. at machine ac-

to proxy the connection. cepts requestﬂs and” elther.serw_ce_s them locally or prox-
ies them to a “peer” machine within the cluster.

Handling issue 1 is a serious problem. However, ac- Single-point cluster

tually attempting to compensate for the stale informa-
tion (by weighting it less as it gets older or several other Apache
techniques) would be far too intensive computationally. apache mod_bh apache
We would spend all of our time calculating how impor- mod_kh mod_kh
tant the information is and no time serving web pages - 2pache Bpache
let's not lose track of the goal! Currently, the most ob-| -
vious offender of the stale information problem is load. \ /
The reason for this is that we are not really interested ir
the system load over the last minute. Rather, we woulc apache
like to know the average system load over the last sec i
ond. This information is not readily available on most
UNIX systems, so we must use whatvailable.

Since load is defined as the average length of the ru
gueue, it may make sense to use the length of the ru
gueue at a given point in time in place of system load.
This too is not a standard metric and thus is not readily
available. However, assuming that the content spread This is a very simple configuration that allows clean
across you cluster is relatively homogeneous (meaand fairly efficient control over the cluster-wide re-
ing you attempt to service all content everywhere), tis@urces. Contention issues are avoided entirely as the
number of Apache requests currently on the run queaiely server that reallocates requests is the single point
should be fairly representative of the system run quewé.entry. Of course, it presents a single point of failure
We can simply find the server with the least number ahd a single bottleneck. The entire cluster can only push
“busy” Apache children. This is available in the bytraffic as fast as the single front-end machine can proxy
BusyChildren candidacy function. the requests and their responses. rbadkhand does

To handle contention (issues 2 and 3), there are seperate above layer 4, so it incurs dramatically more
eral approaches. One easy to implement solution is theerhead than a layer 3 proxy. A layer 3 proxy can't
approach that each server will limit its choices to a raproxy different requests on the same TCP/IP session to
dom subset of the available servers. This will ensudiéfferent servers.
that not all servers will select the same server during a This configuration lends itself to heavy dynamic
given update interval. If a random window of sizeof content. If the content is static and requires few re-
the candidates is chosen and then the least loaded wittrces to serve, it does not make sense to try to fun-
that window is selected, there will be some distributiomel through an application level proxy. If the content
of selectiongoncentratedn the least loaded server andequires substantial resources, assigning resources in-
completely excluding the — 1 most loaded servers. telligently can help stabilize the cluster and speed web

Issue 4 is precisely the reason that the byLoad furserving overall.
tion and the byBusyChildren function have a “bias” ar- modbackhand makes it very easy to balances dif-

INTEENET
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ferent content using different rules. Assume we ube added back in. A more appropriate rule set than the
mod perl+Apache::ASP and mophp and we wish to one presented in the single-point scenario would be:
balance that content based on system load. All othg‘{. ~ "
. | . .ph >
content should be served by the local machine. The fol- IBeaSckh aﬁ\dasbp;l'\a\g ep)$
lowing configuration will balance all “.php” and “.asp” Backhand byRandom
to one of the back-end servers based on load using &ackhand byLogWindow
randomized log-window to give a decent distribution. Backhand addSelf

<Files ~ "(\.asp|\.php)$"> Backhand byLoad 2.0
Backhand byAge </Files>
Backhand removeSelf The reason we always want to consider the local in-
Backhand byRandom stance and give the local instance a preference over its
Backhand bylLogWindow peers is because the intent is to serve content, not proxy
</FBIaC|;ha”d byLoad connections. The proxying done should be done only
iles

to correct poor allocations. If it is done without enough
That's all! All requests to the front-end machine thadotential gain, we will find that the cluster is spending
match the abovecFiles> statement will be directed tomuch of its resources proxying and little actually per-
a back-end machine with a low load (probabilisticallyforming its job.
All other requests will be serviced locally as there are In this configuration modackhand must choose it-
no modbackhand-related configuration directives.  self over all others. The local server is guaranteed to be
the first in the list of candidates; so enabling it just re-
quires writing a rule that will not rearrange the list and
not eliminate the local server. The byAge rule accom-
Much like the previous example, the multi-point clusPlishes this. Simply addinBackhand byAge as the
ter’s Configuration S|mp|y exposes more machines (Q’ﬁ'lly modbackhand rule for the content that needs to be
this case all) to origination client connections. Theffoxied to the heavy instance will achieve the desired
is the clear advantage that now all machines are &ffect.
pable of servicing clients directly. Now it is only

mod_backhand’s responsibility to “fix” poorallocations6 3 Simple HTTP accelerator

6.2 Multi-point cluster

Multi-point cluster A common use of Apache’s mogroxy module is to
provide HTTP acceleration for a bulkier Apache in-

stance on the same machine. An Apache instance with
Bpache hpache a Iarg_e modperl or mo@php application can be heavy.
apache apache By this we mean that it can have a memory footprint

moa_kh apacha | | Apache wodph that is substantially larger than that of a “lean and mean”
- - Apache instance.
\ HTTP accelerator
|

] HA device apacha
\\\‘ f// DNE RR heavy
INTERENET IO
It is hard to justify reallocating the serving of static m
images and static HTML content as it is expensive to mpacne
proxy them in a user space process like noattkhand. -

In addition, we should take this overhead into ac-
count when choosing to reallocate requests. Keep in
mind we shouldalwaysconsider the local server, so if
it is eliminated at some point probabilistically, it should T NTERNET
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It is nonsensical to serve static pages and imagasd to incorporate into the presented site.
with an instance that is so unwieldy. It should be This approach combines the models in sections 6.1
used only to serve the content for which it is requirednd 6.2, but adds the concept behind separate instances
The classic method of accomplishing this is to have &r acceleration presented in section 6.3 to create a flex-
Apache instance with only moproxy and a few other ible and efficient two-tier web cluster architecture.
light-weight modules listening publicly. The Apache
instance that is “heavy” will be listening only on an HTTP accelerator

serve all requests except those that require the heavy ili
stance. The remaining requests are reverse proxied &
the heavy instance. This means that a heavy Apach!
child isn’t needed to serve each request and if the doct]
ments served by the heavy instance are large, the prox
will buffer the document so the heavy child will be freed :
quickly to serve the next request. |
mod.backhand can be used in a similar fashion with|

a particular advantage — it uses connection pooling se=—=—=
that no time needs to be wasted connecting between tH
instances. Th®&ackhandSelfRedirect directive | 103, 165, 20, 0721
will tell mod_backhand that it if it chooses itself, itis to :
proxy the request instead of allowing the request to fal!_
through to the underlying Apache instance. V77 Y devics

Now the trick is to convince the front-end instance INTERNET DS RE
that it is actually the back-end instance. That way, when
it attempts to proxy to “itself,” it will actually be proxy-  Let us look briefly at the disadvantage of an archi-
ing to the back-end instance. TMulticastStats tecture like this before we describe why it is powerful
directive in form 2 or 4 (discussed on page 7) can effegnd flexible. The obvious downside is that it is difficult
tively do this. If the back-end instance is bound to the determine how many machines are required in each
loopback interface, then we will want to put 127.0.0.1 ar. In other words, as all machines are assigned to a
the second first argument to the MulticastStats directitier, a priori, it is impossible to ensure that resources
before the multicast address. are optimally utilized.

This means that the front-end mbackhand- But unless you know something about the future that
enabled instance will maintain a pool of open connettie rest of us don't, it is impossible to allocate resources
tions to back-end, heavy-weight Apache children amgtimally anyway. We can only attempt to do a good
reverse proxy the necessary requests. job. So the only apparent disadvantage is deciding how
many machines to place in each tier. Fortunately, in a
well architected set up, the machines will be more or
less interchangable. With relatively little effort, a ma-
It is difficult to present a name to describe this arch¢hine can be shifted from one tier to another.
tecture that is both descriptive and short. There are two Notwithstanding this disadvantage, the architecture
tiers of web servers, each with a distinctly different puis quite powerful. The front tier of machines is effec-
pose. The front tier is designed to provide all web cotively an accelerator for the back-end machines. All
tent to the client (as the client can only connect to tlstatic content is completely offloaded to them and the
first tier). These front-end machines do not have the gaere resource intensive dynamic content is serviced by
pacity to generate the more complicated dynamic cahe second tier.
tent. If the architecture was collapsed into a single tier, The front tier will proxy the requests to the back end
the heavy application servers would be serving stabased on resource utilization. It will also ensure that the
content — which is an inefficient use of resources.  second tier can deliver content quickly and efficiently

Instead, we have a second tier of web servers whakee to the low-collision, high-speed network that con-
sole purpose is to generate dynamic content for the framcts the two tiers.

app- 0- 2

apache Apache

Apache

Apache
mod_kh

Ampache |-
mod_kh

Apache
mod_bh

Apache
mod_bh

6.4 Two-tier, multi-point cluster
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All machines must run matdackhand so as to an-that require running on the second tier and thus should
nounce themselves as candidates and to have the plungwer consider any machine on the first tier. Instead,
ing necessary to proxy. The rules on the second tier ntlaey balance across the second tier servers attempting to
chines are irrelevant (and should be omitted) becausaimize the active run queue on each machine. On the
they will never directly serve any client-originated refront tier machines, we want to have a configuration as
guests. The front-end machines will only proxy requedtslows.

Front-tier Apache configuration

UnixSocketDir /opt/apache/backhand
MulticastStats 192.168.10.255:4445
AcceptStats 192.168.10.0/24
<Location /backhand/>
SetHandler backhand-handler
</Location>
<Files ~ "(\.php)$">
Backhand byAge
BackhandFromSO libexec/byHostname.so byHostname app
Backhand byRandom
Backhand bylLogWindow
Backhand byBusyChildren
</Files>

Second-tier Apache configuration

UnixSocketDir /opt/apache/backhand
MulticastStats 192.168.10.255:4445
AcceptStats 192.168.10.0/24
<Location /backhand/>

SetHandler backhand-handler
</Location>

7 Conclusion Apache clusters. mabackhand is young, but has been
. _ _deployed successfully in several relatively large instal-
Web users are demanding more complicated servi¢ggons. As modbackhand evolves, it stands to become

and web sites are becoming more powerful to meet theore component in large web cluster installations.
demand. Only so much of that evolution can employ

the end-users’ resources. More and more server-side re-
sources are required to provide these new services§o Credits
clients. As more resources are required, high avail-

ware load-balancing devices are still expensive and nigifware Foundation by a team too large to list here.

as flexible as software solutions. As multi-tier architec- The modbackhand Apache module is developed at
tures are more frequently deployed, both high availabie center for Networking and Distributed Systems at
ity and manageability become more difficult due to thge jonns Hopkins University by Yair Amir, Baruch
inherent separation of the tiers. High availability solyyyerpych, Ryan Borgstrom, and Theo Schlossnagle.
tions must be deployed between each tier, or the appli- 11,0 parental accept patch to the Apache web server
cations must be robust and fault tolerant. Even thqg’developed at OmniTl, Inc. by Theo Schlossnagle.

load-balancing each tier becomes a serious challenge. Thank you to all of the madackhand user commu-

mod.backhand provides a reliable, robust, ﬂexhity and other supporters

ble and cost-effective infrastructure for deploying large
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